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Guidelines for the Use of Network and Computing Resources at Central European University Computer and Network Usage Policy

The Central European University (CEU) maintains a computer network and connections to the Internet as a service to the members of the CEU community. The CEU computer network consists of a backbone network, local area networks, shared computers as well as many personal desktop computers. Most of the computers on the network are available to all members of the CEU community: faculty, students and staff. The Information and Technical Support Unit (ITSU) provides access to the network and maintains the equipment. As part of this role, ITSU aims to ensure that rights and responsibilities connected to computer usage are not violated. Access to networks and computer systems imposes certain responsibilities and obligations. Appropriate use should always be legal, ethical, and reflect academic honesty and community standards, and show restraint in the consumption of shared resources. It should demonstrate respect for intellectual property; ownership of data; system security mechanisms; and individual rights to privacy and to freedom from intimidation, harassment, and unwarranted annoyance. Users of the computing facilities and the network can also expect certain rights.

•
Privacy
All members of the community have the right to privacy in their electronic mail. However, if a user is suspected of violations of the responsibilities as stated in this document, their right to privacy is superseded by the University’s requirement to maintain the network’s integrity and the rights of all network users. It must be recognized that electronic communications are by no means secure, and that during the course of ordinary management of computing and networking services, network administrators may view user files.

•
Safety
While harassment or unwanted and unsolicited contact cannot be controlled on the network, users must be aware that there are many services on the Internet that might be considered offensive to groups of users, and therefore network users must take responsibility for their own navigation of the network.

•
Intellectual Freedom
The network is a free and open forum for expression, including points of view that might be considered strange, unorthodox, or unpopular. The network administrators place no official sanctions upon the expression of personal opinions on the network. Students are free from censorship in expressing their views, as long as their views are not represented as the official viewpoints of the University. There are also responsibilities that must be met as part of the privilege of network access. Network users are expected to live up to these responsibilities. If you knowingly violate a network responsibility, your network access will be suspended. Depending on the seriousness of the violation, you could be referred through the University disciplinary procedure process. Violations that also violate Hungarian state laws will result in referral to the appropriate legal authority. 

1. Game playing: Limited recreational game playing may be tolerated only within the limitations imposed by the respective departments. CEU computing and network services are not to be used for extensive or competitive recreational game playing. Recreational game players must give up their seat when others who need to use the facility for academic or research purposes are waiting.

2. Computer accounts, passwords, and other types of authorization are assigned to individual users and must not be shared with others. You are responsible for any use of your account and for the security of your password. This includes changing it on a regular basis and making sure no one else knows it.

3. You must not use a CEU computer account that was not assigned to you. You may not try in any way to obtain a password for another user’s computer account. You may not attempt to disguise the identity of the account or machine you are using.

4. Special access to information or other special computing privileges are to be used in performance of official duties only. Information that you obtain through special privileges is to be treated as private.

5. When you cease being a member of the CEU community (graduate or terminate employment), or if you are assigned a new position and/or responsibilities within CEU, your access authorization will be reviewed. You must not use facilities, accounts, access codes, privileges, or information for which you are not authorized in your new circumstances. 

Behavior that is harmful to these goals or which adversely affects the University’s mission is subject to sanctions as outlined by CEU policy.

Harmful behavior that is subject to sanction which includes, but is not limited to, the following:

1. No one may, under any circumstances, use CEU’s computers or networks to annoy, harass, terrify, intimidate, threaten, offend, bother, libel, or slander any other person.

2. You should always use computing resources in accordance with the high ethical standards of the CEU community. Academic dishonesty (plagiarism, cheating) is a violation of those standards.

3. The following harmful activities are prohibited: creating or propagating viruses and worms; disrupting services; damaging files; intentional destruction of or damage to equipment, software, or data belonging to CEU or other users; and the like.

4. You must not use CEU network resources to gain or attempt to gain unauthorized access to remote computers.

5. You must not deliberately perform an act which will deprive another user of authorized resources, seriously impact the operation of computers, terminals, peripherals, or networks. This includes, but is not limited to, tampering with components of the network, blocking communication lines, or interfering with the operational readiness of a computer.

6. You must not attempt to circumvent data protection schemes or uncover security loopholes; gain unauthorized access to systems by using knowledge of a special password or another user’s password.

7. You must abide by the terms of all software licensing agreements and copyright laws. In particular, you must NOT make copies of copyrighted software, unless CEU has a site license specifically allowing the copying of that software. Furthermore, you must not copy site‑licensed software for distribution to persons other than faculty, staff, and students, nor may you copy site‑licensed software for use at locations not covered under the terms of the license agreement.

8. You may not undertake any action which seeks to monopolize the attention of the CEU community, or which creates unnecessary and unsolicited extra work for members of the community. Such actions include, but are not limited to, mass mailings of a personal nature, such as personal advertisements or requests for help or information, chain letters, or any other form of mass correspondence which is unlikely to be of benefit to the majority of recipients. Messages and advertisements of a personal nature should instead be posted on the electronic notice boards accessible to the whole community. 

It is also not permitted to undertake actions which monopolize computing resources at the expense of other users, such as unnecessary or excessive printing of any public or private document, including resumes, theses, and dissertations, or any other action that might create unnecessary or inconvenient network traffic. 

9. The following type of information or software cannot be placed on any university‑owned computer system:

· That which infringes upon the rights of another person.

· That which consists of information which may injure someone else and/or lead to a lawsuit or criminal charges. Examples are pirated software, destructive software, illegal pornography, or libelous statements.

· That which consists of any advertisements for commercial enterprises.

· That which gives you unauthorized access to another computer account.

10. You must not attempt to monitor another user’s data communications, nor may you read, copy, change, or delete another user’s files or software, without permission of the owner.

11. You must not use any of CEU’s computers, workstations, or networks for other than a University course, research project, departmental activity. You may use these resources for your studies, research work and academic career, but they must not be used for any other personal (for example financial, etc.) gain.

12. Any network traffic exiting the University is subject to the acceptable use policies of the network through which it flows, as well as to the policies listed here. In general, commercial use of external networks is prohibited.

All users and units have the responsibility to report any discovered unauthorized access attempts or other improper usage of CEU computers, networks, or other information processing equipment. If you observe, or have reported to you, a security 

or abuse problem with any CEU computer or network facilities, including violations of this policy, take immediate steps as necessary to ensure the safety and well‑being of information resources. For example, if warranted, a system administrator, or the

HELPDESK should be contacted to temporarily disable any offending or apparently compromised computer accounts, or to temporarily disconnect or block offending computers from the network. If a person appears to have violated this policy, and (1) the violation is deemed minor, and (2) the person has not been implicated in prior incidents, then the incident may be dealt with at the unit level.

Cases of repeated or major violations will be reported to the Academic Pro-Rector, the Executive Vice President or the Vice President for Student Services. Immediate sanctions may be imposed against persons violating these Guidelines, including temporary disconnection of the computer account (up to one week), blocking of the computer used by the person in violation of this policy, or deprivation of computer or network access privileges, in accordance with the Code of Ethics (Article 18/A and 31/A). Where certain violations constitute criminal offenses, as outlined in Hungarian laws (e.g. reading letters sent to others), CEU will carry out its responsibility to report such violations to the appropriate authorities. Appeals should be directed through the already existing procedures established for employees and students.

The managers of the CEU computer network have the responsibility to enforce this policy. If a user is suspected of violations, or the integrity of the system is in danger, their right to privacy is superseded by the University’s requirement to maintain the network’s integrity and the rights of all other network users. The action taken by the manager may include, but not limited to: suspending the right of any particular user to the access of computers; deleting users files which are not consistent with the present policy; blocking programs causing unacceptably large network traffic (huge   e-mails). It must be recognized that electronic data storage and electronic communications are by no means secure, and that during the course of ordinary management of computing and networking services, network administrators may view user files.

Excerpt from HUNGARNET’s Acceptance Usage Policy (for the full text see

http://www.hungarnet.hu/magyar/halszolg/aup.html)

IV.  The network cannot be used for

...

11. creation or transmission of materials that may cause inconvenience,

annoyance, or needless anxiety by infringing other’s sensitivity to

religious, ethical, political, or other issues (as, e.g., publication of

pornographic material),

...

Operational Manual
This document can always be found at the address www.ceu.hu. The literature (Netiquette) used to create this document or recommended for further study can also be reached from this page or directly, at: 

http://www.albion.com/netiquette/corerules.html. 

1. The status and purpose of this document

Computer networks are complex systems representing a large financial and intellectual value. Therefore, its users must accept the obligations that come together with the right to use. The main goal of the network is, of course, not limitations but opportunities; however, limits are needed so that the services can operate securely, without disruption. By nature, the present document focuses on security constraints; this document is not for detailing the different options and possibilities. 

Our network is part of the Internet, so our regulations must conform to international norms and must include all the strict rules and recommendations without which the network cannot be operated or its operation would result in danger to other networks. The rules detailed below are based on several years of international experience and similar documents of other organizations. These rules must be observed even if someone does not agree with them or cannot see their importance. If only one person violates these rules, the University may be excluded from certain parts of the Internet – or, in severe cases, the Internet access of the University may be revoked. 

All users of the network – just like in traffic – are responsible for the security of the whole network. They must know and observe the security obligations and the basic rules of the network etiquette. Users, when receiving their passwords, confirm by their signature that they know and they accept the user regulations. Without this signature no Faculty or Staff member can receive an account, and students only if it is absolutely necessary to fulfill the requirements of the mandatory Computer Technology classes.

Not knowing the regulations does not exclude the user from the penalties (including those of written in the civil and criminal law) resulting from violating these rules. 

The regulations apply to everyone, independent from their positions in the organizational hierarchy. Users must observe the regulations concerning the usage of IT-equipment, or, in case of using the Internet, the ethical rules of the Netiquette. If necessary – e.g. because of the development of the network – the regulations will be reviewed and revised. Users will be notified of any changes. If they do not accept 

these changes, they must give up their accounts within five (5) working days. Accounts provided before January 1, 2001 can only be kept by accepting these rules.

2. Rights of the users

Users,

· up to their quota, may use the hard disk of the server to store their files and to access their directory from any workstation; 

· may expect confidential management of their files kept in their own directory; 

· may use the public software and other files found on the servers; 

· may use the e-mail system within the University and out on the Internet, both for official and personal use; 

· may use the World Wide Web and other Internet services, except for downloading pornographic, political extremist, and any other type of material encouraging violent or illegal activities; 

· may create their own web page which must be designed in a way that does not harm the reputation of CEU and the law; 

· may receive notification about the relevant changes in the operation of the network in a way determined by ITSU; 

· may use all the possibilities of the network as long as it does not violate the rules of this document, the law, the common ethic norms and the Netiquette, or harm the interest of other users. 

The network uses a separate line to the Internet, so it does not hinder using any of the telephone lines. 
3. Accounts and network access

Management of the network users’ accounts, authorization and denial of the accesses are the No. 1, unalienable task of the ITSU and also a basic condition of the secure operation of the network. Therefore the creation and deletion of user accounts is an exclusive right of the ITSU based on the authorization of the CEU’s HRO and EVPO. (see 3.1) 

Every user has a public login ID and a secret password, known only by him/her. Access is granted only by presenting the two together. The e-mail address is also based on the login ID. 

Accounts can be requested from ITSU, upon observing the rules stated in 1. The account and the password are given only after basic security training. If these rules are met, any faculty and staff members and students of the University can request accounts. External users may receive accounts upon positive decision of the CEU EVP – each request shall be judged individually. 

Only those people can receive accounts that prove basic knowledge of computer usage. 

If the Faculty, Staff or student relation is terminated, ITSU deletes the account and the user’s home directory. For special events the departments/units may request temporary accounts with limited rights (e.g. guest), with which anybody can log in to the network who is not forbidden to use it. 

3.1 FACULTY, STAFF and VISITOR accounts 

Faculty and Staff members may request accounts in writing, by filling out the Registry form. The Registry form must have the signature of the user, the head of the department or coordinator, and the HRO (Human Resource Office). The login ID for the account will be created by ITSU with the following restrictions: the account must be at least 2 but no more than 8 characters and cannot include accented letters, spaces or special characters. Usual login IDs are: kovacsj for Kovács József, or, if there is another user with the same name, kovacsjo, etc. 

Faculty and Student Accounts may be requested mainly at the beginning of the Academic Year. The ITSU reserves the right to perform the basic security training and to test the knowledge of the participants.

The first password is provided by ITSU, together with the authorization for access. The password must be changed upon the first login. 

The computer account expires immediately after ITSU signs the leaving form.

3.2 Student accounts

Login IDs for student accounts are determined by the ITSU. The login ID for the account will be created by ITSU with the following restrictions: the account must be at least 2 but no more than 8 characters and cannot include accented letters, spaces or special characters. Usual IDs: e.g. Medieval Studies, MA-2000 student, Mihály Kiss: M00KIM01, viz. the first letter of the department, the next two digits of the given year, the first two characters of the surname and the first character of the first name. All this is followed by the number 01, or if there is an identical ID, 02, 03, etc. For PhD students the ID is MPHKIM01, for alumni students APHKIM01. Accounts are mainly distributed at the beginning of the Academic Year, by departments. Only those students receive accounts that have mastered the necessary basic knowledge about computers during the training. ITSU performs the required security training during the regular lessons, at the time designated by the syllabus, and tests the knowledge. Access is authorized by ITSU. The ITSU Coordinator gives out the first password and the Netware login name after the IT security training. By giving the signature the user acknowledges that he understood the Network and security policy and will use the resources accordingly. The password must be changed upon the first login. The ITSU must provide means for secure keeping of the passwords and can only give out the passwords of the students actually present. The ITSU shall make provisions so that only those students have access rights who actually took part in the training and had been personally given his/her password. The ITSU may deny the usage of the network or may stipulate further conditions if the student does not show knowledge necessary to operate the equipment securely and adequately.

Note:

In line with the policy statement all MA and PhD student accounts are closed on 15th July.

ITSU will need 3 working days to restore the accounts of those students that will continue their studies at CEU, i.e. whose names we receive from the coordinators till July 1st.

In urgent cases accounts will be restored on a very short notice based on the request of coordinators.

All CEU graduates are eligible to receive an alumni account upon completing their CEU degree.

Please note that the alumni computer accounts will be valid for three months, however they are renewable.

Those MA and PhD students who are leaving CEU in July should contact the coordinators before June 30th in case they would like to have an alumni account.

Those graduating students who are receiving new alumni accounts or those MA students who are becoming PhD students, should transfer their data to their new accounts before the old accounts are closed.

Mails should also be forwarded by the owners from the expiring account to the new Alumni/PhD/or any other account.

Data will remain accessible until 30 July at the Student HelpDesk.

Expiration of the computer accounts:

All student accounts close on 15th July. Data will remain accessible until 31st July on workdays between 8:00 am and 4:00 pm at the Student HelpDesk.

Environmental Science students are an exception; in their case the accounts close on 1st August and data will remain accessible until 10th August between 8:00 am and 4:00 pm on workdays at the Student HelpDesk.

3.3 Remote Access accounts

Faculty and Staff members and the PhD students may request a remote access account in writing, by filling out the Remote Access Account Request Form. MA and alumni students cannot be provided with remote access accounts because of possible overloading the system. The Account Request form must have the signature of the user and the CEU EVP. The login ID is created by the ITSU from the Novell NetWare login ID. 

3.4 Subject of the basic security training

The minimal subject of the basic security training is determined by the ITSU. This subject is mandatory for the Computer Center as well. 

4. The password

The password is a personal secret of everybody and can fulfill its role only if only one person knows it. The password is protecting the user because it makes unauthorized access to his/her own files, reading his/her mail or unauthorized login on behalf of the user impossible; and it is protecting the other users of the network because the password makes it possible to identify the violators. The first password is given by the ITSU, which must be changed at the first login. The password must be no less than 5 characters. It cannot and must not be similar to the name, network ID, phone number of the user, the name of any family member or pet, favorite team of the user, well-known birthdates, car type etc. and it must not be a word normally put into dictionaries. Recommended passwords: first letters of words taken from poems, songs or sentences, sentences written together, numbers not having connection with anybody, or character strings including certain special characters. Special characters typed in using the Alt+number combination may also be useful but should be treated with special care (just like accented characters) because a password created under Windows may not be reproduced under DOS or vice versa. The system does not make any difference between lower- and uppercase letters, neither in the login ID, nor in the Netware password, but the GroupWise password is key-sensitive. Some keyboards may show Z and Y incorrectly (because of the Hungarian keyboard layout) – please take care. 

The password should be written in only in the window having the red NetWare banner. NetWare, quite unlike Windows, treats the passwords with special care. When using the normal settings of the University, no Windows password is needed. It is strictly forbidden to use the same password in other networks, for the Windows screen saver or for compression utilities, etc. 

It is very important that all users know: there are people who are willing to sacrifice a great amount of time to find out other people’s passwords so that they can abuse it later. During this they may use all kinds of password-breaking programs with dictionaries; these programs can easily recognize passwords created by changing dictionary words just a little (e.g. bloki, bl0ki, bloki23 instead of Blöki); or they may investigate the personal habits of the user to discover information that helps finding the password if the user violates the above-mentioned rules. Unfortunately, it is a great help for the intruders that in certain cases the user may give his password from outside the school, via the Internet. 

The password should be changed by pressing Ctrl+Alt+Del and then clicking on the “Change password” button. 

Passwords should be remembered by heart. If the user writes down the password, then it should be kept locked at home or coded in a way so that others cannot figure it out. (For example, if the password is created from the first letters of the words of a poem, then the user should write down not the title of the poem but something that makes him/her remember the poem.) 

It is strictly forbidden to tell other people the password or to let others use it, even if only for a short time! If there is the slightest chance that somebody else learned the password, then it must be changed and the ITSU must be notified immediately.

ITSU requires that the password be changed once in 1 or 2 months. If the user does not observe the rules concerning the passwords, ITSU does not take any responsibility for the security of data (e-mail, documents, and printing quota). 

In general, a network password should be protected with the same care as a bankcard PIN code. The only difference is that negligent handling of the password may be harmful not only to the owner but also to the whole network. If somebody steals a password and tries to break into an external organization, the whole school may be excluded from the Internet services, the network server machines may be confiscated for the length of the investigation, and the owner may have to acquit himself/herself before the law.   

Please note that every user has two passwords in the system (Netware and GroupWise). It is obligatory to change them both.

5. Regulations about using the services

5.1 Respecting others’ work 

Users must not disturb or hinder the activities of the other users (e.g. must not send messages just for fun).

5.2 The purpose of usage

The main purpose of the network is to serve the education and the social life of the university. The user must not make financial profit by using the network. (Most of the software on the workstations and the networking software was purchased at a large educational discount so commercial use would result in both legal and financial consequences.) No game software is allowed to be run on the computers.  

5.3 Protection of software copyrights

Facts about software: clarification of concepts

When we are talking about IT or software culture, we are not only mentioning computers and software but also the correct usage of the original software, according to the software copyrights. 

Definition of some popular terms:

Intellectual property. As defined in the law, the original computer software is the property of its developer (person or company). Computer software is protected by copyright law that states that unauthorized usage of these programs is an illegal activity.

Software license agreement. For every piece of software there is a license agreement that states the terms and conditions of the usage, defined by the owner of the copyright. The documentation always mentions the license agreement, or sometimes a message refers to it on the startup screen of the program. The price of the software includes the license of the software and by paying it, the customer agrees to use the software according to the terms and conditions detailed in the license agreement.

Illegal software usage. Illegal software usage is when someone makes unauthorized copies of the software and uses it, violating the copyright law and the terms and conditions written by the author in the software license agreement. Anybody who uses software illegally, is performing an activity against the law, as specified in the copyright law.

Software piracy. The national laws and the international copyright laws define software piracy as any type of unauthorized usage of protected software, including making illegal copies and reproducing the software. 

Benefits of using original, authorized software

Users of original software receive the following benefits:

· Software upgrades at discounted prices when new versions are published

· Software training, if required

· Reliable applications and systems with broad-scale technical support

· Original, full documentation in Hungarian language (depending on the product)

· Productivity promised by the software which is impossible without well-working computers and productive employees

· Reliability resulting from quality assurance

· Protection against computer viruses

Therefore CEU uses only legal software. It is strictly forbidden to copy any software being the property of the university. 

Only software approved by ITSU must be installed on the computers.

It is forbidden to install any piece of illegal software in the home directories, offer them on the Internet or to download any cracked programs from the Internet. It is forbidden to ask for, offer or send crack codes or key generating utilities in e-mail. The above restrictions apply not only to programs but also to any material protected by copyright law, e.g. music. 

5.4 Logging in and out; protection of the workstations

When logging in to the network, one must take great care that no one else sees the password (during normal operation only asterisks are shown on the screen so the password can be only seen if is typed at the wrong place, e.g. the login ID field, or if somebody watches the typing hand); also, the network password must not be used as Windows password. (The password should be written in only in the window having the NetWare banner.) 

Leaving computers alone is the same as publicly advertising our password. Anybody who sits down at an unattended computer can read our mail, write letters on behalf of us, read and delete our files or change our password. This endangers not only the user himself/herself but also the security of the whole network. Therefore it is strictly forbidden to leave the workstation alone after having logged in to the network, even for a short time. The user must leave the computer only after switching it off or having logged out promptly.

The safest way to log out from the network is to turn the computer off. If somebody else wishes to use the computer, then the Start/Restart Computer command may be used instead of powering the computer off. This command logs the user out and gives a new window to log in – thus makes the rights of the previous user inaccessible.

Users may log in from one computer at a time. In case of irregular logout or sudden shutdown of the server or the hub, the user may “get stuck”, viz. the system does not accept the logout and therefore does not let in the user again. In this case the HelpDesk must be contacted. To avoid this situation, the proper method of switching off the computer should be used. 

5.5 Disk quota

The disk space limit (quota) received by personal or group rights should not be exceeded. If the limit is exceeded, the amount of disk space may be restricted, or after warning the user, files may be erased. The size of the disk quota is determined by the ITSU considering the available resources. 

The quota includes the files in the home directory (P:) and the archived mail (W:-for Students, Faculty and Staff members). 

It is highly recommended to check regularly the available disk space. It is advisable to erase the unnecessary files, especially the backup files made by the word processor (*.BAK). If the user runs out of disk space while using a program, it is possible that he/she will not be able to close the program and/or data will be lost. That is why it is important to monitor the amount of the available disk space. 

The university does not take any responsibility for any damage in the users’ files resulting from hardware or software problems. 

The current quotas:

On the drive P:
for faculty and staff members:
45 MB


for students:
40 MB


for external:
15 MB


for alumni:
 5 MB

On the drive O:
for faculty and staff members:
20 MB


for students:
 5 MB

On the drive W:
for faculty and staff members
50 MB


for students:
15 MB

Note: In case of PC replacement ITSU can only save data which is stored in D:\My Documents.
5.6 Protecting the passwords and the login IDs

It is strictly forbidden and punished by immediate and irrevocable exclusion from the network to: 

· try accessing the network on behalf of other people, even with their consent;

· use somebody else’s account, password or to lend the password to somebody else (it means both the lending and receiving party is guilty). The owner of the password is responsible for any abuses made with the password. 

· make any effort to figure out somebody else’s password, or to access/modify their files or mail;

· change the configuration of the network, to capture packets travelling through the network, to change the administrator rights with a password-stealing program, virus or any other way; 

· attempt unauthorized access to the network of an external organization. 

Note: it is ethical to use the guest account and the anonymous FTP on any external network. However, it is forbidden to try to log in using somebody else’s name even on foreign servers! Perhaps it is good to know that the machines log the remote access attempts as well. 

5.7 Reporting irregularities

The user must report to ITSU all the irregularities experienced on the network and any attempts to get passwords or access he/she learned of. Damages resulting from failing to report (or from unjustified delay in reporting) may have consequences for the person who failed to observe these obligations.

5.8 Economic usage of the resources 

Users should, in general, use the resources of the internal network and the Internet sparingly, by being cautious about others. These kinds of resources are (the list is by no means complete): disk space, bandwidth, printing capacity. Only those kinds of things should be downloaded from the Internet that are really needed and cannot be accessed locally. Great care should be taken that large attachments may fill up the recipients’ mailboxes and he/she may not be able to receive mail from others. 

Many people on the Internet publish their work for free and many organizations lend their resources to others; this should never be misused. 

5.9 Viruses

Users must observe the general rules on protection against viruses. If ITSU finds an infected file while checking the network or local drives, ITSU has the right to clean the file, or if the antiviral software is incapable to clean it, to delete the file. In this case the user need not be contacted, but if the identity of the user is known, the user must be notified later. 

5.10 Forbidden material – common rules concerning the Internet services

It is strictly forbidden to store illegal, political extremist, pornographic and any other type of material encouraging violent or illegal activities or violating the copyright law, to offer these on the Internet or to use the mailing system to download this kind of material. If this kind of material is downloaded accidentally, they must be erased at once. It is forbidden to place links to web pages like this, too. It is most strictly forbidden to use the network to hinder the work of the Internet or others in any way. In this case the offender shall be excluded from the network at once and irrevocably, he/she will have to account for his/her deeds in the eyes of the law and will have to repay the damages to the university. 

5.11 Mailing, mailing lists

Users may send and receive e-mail and sign up to mailing lists by using the Novell GroupWise installed by ITSU. The whole content is protected: no one else can read the letters except the sender and the addressee.

The e-mail address is created from the login ID. 

The usual account: 


for faculty and staff members:
XY@ceu.hu

for MA students:
XY@student.ceu.hu

for PhD students:
XY@phd.ceu.hu

for alumni students:
XY@alumni.ceu.hu
It is important to move the incoming letters to another folder, because – for technical reasons – the window showing the new letters is much slower than the folder windows.

The quotas:


for faculty and staff members:
100 MB


for students:
80 MB

Please note that the capacity of servers is limited. When the mail server becomes 95% full, the system will automatically delete the mails that are older than 150 days and those mails that contain .exe, .mov, .avi, .jpg, .mp3 and other pictures.

It is strictly forbidden to store mails, which contain .exe file, movie or pictures, partly because it is not part of the academic work and because it overloads the system.

Breaking the rules of the policy may result in exclusion of the network.

5.12 Downloading data (WWW, FTP) 

By observing the above quotas, materials can be downloaded from the Internet by using Microsoft Internet Explorer, the special software installed by the ITSU.

The usage of the Internet services may be restricted on an individual base. The places visited are logged by the system; so the downloading of forbidden material may be identified and punished later. 

5.13 Creating an own web page

All users of the network having own accounts may create a personal web page on the Internet. For creating any other types of web pages, the permission of the webmaster and the web coordinator is needed. The web page must conform to the rules of law, the policy and the ethical norms represented by the university. Any responsibility for the published material is borne by the creator of the page. The page must include the name and e-mail address of its creator. If the content of the web page violates any rule or law or the interests of the university, then the ITSU, after negotiation with the web coordinator, may erase the page or oblige the owner to redesign it. Linking the final web page to the university home page may be requested from the webmaster. After the expiration of the student or employee relation, the web page is erased together with the home directory. 

6. Netiquette

Netiquette is a collection of rules based on the many years of experience of the Internet community. Observing these rules is a basic condition to network coexistence. The knowledge of Netiquette may be expected from any user. Introducing Netiquette in greater detail is out of the scope of the present document but it may be easily found at the following URL:

http://www.albion.com/netiquette/corerules.html 

We would only like to introduce the general rules concerning e-mail: 

Accented letters and HTML code should be avoided; even when using, it should be clarified with the addressee if he can read it. They should not ever be used on mailing lists or in the subject field.

The subject of the letter should be informative.

Chain letters should not be sent or forwarded; these are disliked everywhere. Even if the letter is warning to a virus spreading in e-mail, asking for forwarding it to as many people as possible, it should not be forwarded. It is easy to make oneself ridiculous by forwarding these pieces of mail. Many times these kinds of letters refer to well-known people or companies as source. 

Flames (letters expressing extremely strong opinion, “hate mail”) should not be sent and should not be answered. It is far too easy to hurt somebody with an electronic letter because it is missing the nonverbal layer of communication, so it is just about too easy to misunderstand. 

7. PC usage for students

7.1 Access to the machines in the student lab; maintenance

The location of MA student labs :

· Nádor u. 9. Building Basement, Rooms 1-4 

· Nádor u. 11. Building, Room 212

· Kerepesi Dormitory, Room 101 

· Nádor u. 21. Building, First floor for Business School Students

Labs restricted to PhD students:

· Nádor u. 11. ground floor – Legal Studies

· Nádor u. 11. Room 116 – Philosophy

· Nádor u. 11. Room 117 – Political

· Nádor u. 11. Room 118 – Medieval

· Nádor u. 11. Room 301 – History 

· Október 6. u. 12. Rooms 809, 815 – Economics
· Faculty Tower Room 605 – Environment

Users may be asked to present their ID card when using the computer facilities. 

Users must not modify the configuration of the network hardware and software. 

Users in the computer labs may run only the applications in the Novell-delivered Application Launcher. 

Programs downloaded from the Internet or from CD-ROMs cannot be run.

Any CD-ROM needed for training and needs to be installed, can be used only in the Library Multimedia Lab. 

Lab computers are shared. Therefore it is strictly forbidden to save data on drive C:. ITSU cannot be held responsible for data stored on the local hard drive. Only drive P: may be used. 

Usage of the lab during the operation time is governed by ITSU, based on the priorities set out in the curriculum of the university. Users must observe the rules.

The maintenance people of or hired by ITSU–if accompanied by a security guard-may use any of the computers to make sure or to check if the network operates properly. In severe cases, they may even disturb the ongoing work; however, they may disturb the classes only with a special permission. For security reasons, ITSU may perform certain operations only from specific workstations; therefore, if necessary, ITSU has the right to use those computers. 

Tasks that need the shutdown of network servers must be performed, if possible, after work-by taking users’ needs into consideration. Except for emergency cases, servers must not be shut down without at least notifying the users. 

Users working in the MA labs are supported by the Student HelpDesk, located in the Nádor u. 9. Building Basement, Room 105. Operators working here are responsible for the security of the computers, for maintaining their working conditions and for having the lab regulations observed. Labs are opened and closed by the operators.

The students of the given department are responsible for the PhD labs. They may receive the lab keys from the security guards. The labs are opened and closed by the students.

There are cameras on the premises of the labs, the tapes store information for a week. The computers and their peripherals are locked.
Only those hardware units can be used in the CEU network that are installed by ITSU and owned by CEU.

Note:

ITSU does not support hardwares and softwares that are not owned by CEU. Furthermore, ITSU cannot take responsibility for such items, as the appropriate technical support background and the legal software licences are not guaranteed.

Every user has a printing quota. The quota is defined by the departments at the beginning of the Academic Year and ITSU enforces these rules. Every page printed in the labs is deducted from this quota. The user may find information about his/her current quota by clicking on the Quota icon in the Novell–delivered Application Launcher, in the Tools directory.

If the quota is used up, the user may purchase further pages in the Finance Office. Having received confirmation on the payment, ITSU will increase the user’s quota.

ITSU does not take any responsibility for pages that are lost as a result of not observing the rules and regulations. (See: 5.6 Protecting the passwords and the login IDs)

The computer labs opening hours are as follows:

Computer Labs:   


Weekdays



Weekends

No. 1-4 Nádor u. 9. basement

8:00 a.m. – 9:00 p.m.

  11:00 a.m. – 7:00 p.m.  

No. 5 Room 212 in Nádor u. 11 
9:00 a.m. – 9:00 p.m.
  
  11:00 a.m. – 7:00 p.m.  

Kerepesi lab



10:00 a.m. – 12:00 midnight
7.2 Computers in the Dormitory rooms

The computer installed in the room belongs to the room and must not be removed. 

The same rules apply to the computers in the Dormitory as to those in the MA labs.

Only those hardware units can be used in the CEU network that are installed by ITSU and owned by CEU.

It is strictly forbidden to save data on drive C:. ITSU cannot be held responsible for data stored on the hard disk. Only drive P: may be used.

The maintenance people of or hired by ITSU-if accompanied by a security guard-may use any of the computers to make sure or to check if the network operates properly.

In severe cases they may even disturb the ongoing work.

The student who lives in the room is financially responsible for the computer unit in case damage occurs as a result of improper use. The cost of the damage is payable to CEU.

Due to the arrangement of the room furniture, the computer is placed on the table under the window. Therefore the computer may be exposed to water if it rains. Consequently, the windows must be kept closed at all times.

7.3 Laptops in the network

Laptops can also be used in the Laptop Area, which is located on the ground and the first floors of the Display Area between the Monument Building and the Faculty Tower.  The service provides Internet access and those who possess valid GroupWise accounts are able to reach their mailboxes via http://gw.ceu.hu and their P drive files via ftp.ceu.hu.  

Laptops of any type and any configuration can be used here, as long as they are in line with the following requirements: 10/100 network card, which is configured, TCP/IP protocol and UTP cable.

Note:

ITSU does not configure students` laptops. 

8. Penalties

In order to make the network securely serve the rule-observing users and the educational goals of the university; violations of the regulations are penalized. 

In lighter cases, at first times, written warnings may be used. Smaller penalties (e.g. temporary restriction of access or decreasing the disk quota) may be imposed by the ITSU or the concerning department. Apart from the usual penalties of the university, the following penalties may be imposed: 

· Decreasing the disk quota

· Obligation to pass a separate exam on security rules

· Partial exclusion: restriction of access for a certain period or to teaching hours, or restricting the use of certain services

· Deleting the e-mail address or the personal web page

· Deleting the personal account

In severe cases, e.g. with repeated or very severe violation of the regulations, a disciplinary procedure may be started, which may result in total exclusion from the network. 

In case of severe violation, the ITSU may restrict the user’s access for the course of the examination. 

Perhaps the rules and regulations set out above are somewhat strict. However, we have high hopes that recording and publishing them serves not only educational but the law of the land as well; after all, most users will never try to violate them.

There are much more opportunities on a network than restrictions, therefore, it is impossible to conclude them in a similar document. Knowing the possibilities of a network is the result of a long learning procedure. 
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